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TINH THUA THIEN HUE Péoc lap — Tw do — Hanh phiic
Sb: 382/KH-UBND Thira Thién Hué, ngay 14 thang 10 nam 2024
KE HOACH

Trién Khai cong tic dim bio an toan thdng tin mang giai doan 2024 - 2025
trén dia ban tinh Thira Thién Hueé

Can cir Nghi dinh s6 85/2016/NP-CP ngay 01/7/2016 cia Chinh phi vé
bao dam an toan hé thong thong tin theo cdp do;

Can cit Quyét dinh s6 1622/QB TTg ngay 25/10/2017 cua Thu twong
Chinh phii phé duyét Pé an day manh hoat dong ciia mang lwéi tng ciru s co,
ting cuong ndang lyc cho cdc can bd, bg phdn chuyén trach vmg citu sw ¢é an
toan thong tin mang trén toan quoc den 2020, dinh huong déen 2025,

Can cir Quyét dinh so 964/0P-TTg ngay 10/8/2022 cua Thi twéng Chinh
phu phé duyét Chién luoc An toan, An ninh mang quoc gia, chu dong ung pho
VOi cdc thdach thirc tw khong gian mang den nam 2025, tam nhin 2030,

Can civ Chi thi sé 14/CT-TTg ngay 25/05/2018 cia Thii tuwéng Chinh phii
vé viéc ndang cao nang lwc phong, chong phan mém doc hai; Chi thi so 18/CT-
TTg ngay 13/10/2022 cua Thu twong Chinh phu vé day manh trién khai cac hoat
dong ung curu sy co an toan thong tin mang Viét Nam,

Can cir Thong tw s6 31/2017/TT-BTTTT ngay 15/11/2017 ciia B6 Théng tin
va Truyén thong quy dinh hoat dong giam sat an toan hé thong thong tin, Thong
twso 12/2022/TT-BTTTT ngay 12/8/2022 cua Bé Thong tin va Truyén thong quy
dinh chi tiet va huong dan mot so dieu cua Nghi dinh so 85/2016/ND-CP ngay
01 thang 7 nam 2016 vé bao dam an toan hé thong thong tin theo cap do.

Can cir Quyét dinh so 1439/0D-BTTTT ngay 26/7/2022 ciia B trudng Bé
Thong tin va Truyén thong Ban hanh quy trinh huong dan thuc hién dién tdp
thuc chién;

Can cit Quyét dinh s6 2688/0P-UBND ngay 13/11/2023 ciia Uy ban nhén
ddan tinh Thira Thién Hué vé Ban hanh Quy ché Bdao dam an toan Hé thong
thong tin tai Trung tam dir liéu tinh Thiea Thién Hué;

Can cir Quyét dinh s6 2849/0D-UBND ngdy 04/12/2023 ciia Uy ban nhén
dan tinh Thuwa Thién Hué vé phé duyét cap do an toan thong tin “Hé thong Co
s0 ha tang thong tin tap trung tinh Thua Thién Hué”;

Can cit Chi thi sé 05/CT-UBND ngay 11/3/2024 ciia Chii tich Uy ban nhén
dan tinh Thira Thién Hué vé tang cuong dam bao an toan hé thong thong tin theo
cdp do,
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UBND tinh ban hanh Ké hoach trién khai cong tac dam bao an toan thong
tin mang giai doan 2024 - 2025 trén dia ban tinh, cu thé nhu sau:

I. MUC PiCH, YEU CAU

- Nang cao ning lyc vé bao dam an toan, an ninh mang, chi dong sin sang
l'J:ng pho véi cac nguy co, théch thure tu khéng gian mang nham bao vé vimg
chac chu quyen 101 ich, qudc phong, an ninh qudc gia, trat ty an toan xa h01 bao
vé chu quyen quéc gia trén khong glan mang va cong cudc chuyén doi s qubc
gia, quyén va loi ich hop phap cua to chirc, ca nhan trén khong gian mang.

- Nang cao ning lyc dam bao an toan thong tin mang cho toan bd ha tang,
hé thong thong tin, dir 1i€u tai Trung tdm Giam sat, di€u hanh do6 thi thong minh.

- Déy manh Ung dung thanh tyu khoa hoc - k¥ thuat, cong nghé tién tién,
hién dai thyc hién ké hoach. Nghién ctru cac giai phap xur ly, khac phuc 16 hong
bao mat, diém y€u v€ bdo mat, an toan thong tin.

- Xac dinh timg cong viéc cu thé, phan cong trach nhiém rd rang, phu hop
voi1 chire nang, nhi€ém vu cua cac So, ban, nganh, UBND céc dia phuong va cac
co quan, don vi lién quan; thyc thi tt co ché phdi hop giita cac co quan, don vi
trong qua trinh thuc hién ddm bao an toan thong tin mang.

II. NOI DUNG, NHIEM VU VA GIAI PHAP
1. Trién khai phan loai, xac dinh, phé duyét ho so' dé xuit cap do

- Ra soat, cap nhat va trinh phé duyét lai HO so dé xuat cép doé va Quy ché
bdo dam an toan thong tin cho Trung tam dit li¢u.

- Huéng dan, don ddc, thim dinh va phé duyét HO so dé& xuét cép do cho
cac h¢ thong thong tin trén dia ban.

2. Trién khai diy du cac bién phip biao dam an toan thong tin theo
phuwong an dwge phé duyét trong Ho so' dé xut cap do

- Pau tu, ning cap trang thiét bi, ban quyén phan mém

+ Trang cAp ban quyén céc thiét bi 16i ctia mang tai Trung tim IOC gém
Firewall Fortigate S00E, 601F; Firewall Check point 6600; Ban quyén san pham
Nén téng tri thire mbi de doa an toan thong tin (Threat Intelligence Platform);
Ban quyen san pham sin tim moi nguy An toan thong tin (Threat Hunting); Ban
quyén san pham phong, chéng that thoat dit liéu (DLP - Data Loss Prevention);
Ban quyén san pham quan 1y va phan tich sy kién an toan thong tin (SIEM -
Security Information and Event Management); Ban quyén san pham Phong,
chéng xam nhap 16p mang (NSM - Network Security Monitoring); Ban quyén
san pham DPiéu phdi, ty dong héa va phan tGng an toan théng tin (SOAR -
Security Orchestration Automation and Response).

+ Trang cip ban quyén san phim san pham Mang riéng 4o (VPN - Virtual
Private Network); Tuong Iltra tng dung web (WAF — Web Application
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Firewall); San pham Tudng lira co sé dir liéu; Bao dam an toan thong tin cho hé
thong thu dién tir d6i voi hé thong Thu dién tir; San pham kiém soat truy cép 16p
mang (NAC — Network Access Controll).

+ Thué dich vu Phong, chéng tAn cong tur chdi dich vu ddi véi cac hé théng
Trung tam dir liéu, dién todn dam may.

+ Trién khai 2 duong truyén Leasedline ddm bao dy phong song song.

- Ra soat, thiét 1ap cau hinh hé théng dap ung day du cic yéu cau an toan
theo phuong an dugc phé duyét trong HSDXCD.

2. To chitc bio dam an toan thong tin theo mé hinh 4 16p
2.1. Nang cao niing lwe lwe lwgng tai chd

(1) Kién toan lyc luong tai chd: Nang cao ning luc luc luong tai chd dap
mg yéu cau moéi thong qua dao tao, tuyén dung hoic thué chuyén gia, bao dam
mdi don vi chuyén trach an toan thong tin c6 tbi thiéu 05 chuyén gia an toan
thong tin mang

(2) Trién khai dién tap, dién tap thyc chién an toan théng tin mang:

- Cép tinh: T6 chtrc t6i thiéu 01 cude dién tap thuc chién an toan thong tin
mang trong nam. Trong d6, ddm bao co6 to6 chirc dién tip thuc chién cho cac hé
thong thong tin cap do 3 trd 1én.

- Cap huyén to chitc dién tap toi thicu mot nim mot lan cho mot huyén
duoc lya chon, moi cac huyén con lai cung tham gia.

(3) Pao tao phat trién ngudn nhan luc vé an toan thong tin mang

- Xéc dinh phan, phan cong, bd tri cu thé can bd chuyén trach/ki€ém nhi€ém
an toan thong tin tai cdc don vi chuyén trach CNTT/ATTT va ca cac don vi
khong chuyén trach CNTT/ATTT.

- Pinh ky hang nam trién khai cac khoa ddo tao, boi dudng k¥ thuat vé an
toan thong tin cho can bo chuyén trach/kiém nhiém vé an toan thong tin; Cac 16p
cho can bo van hanh hé théng, ky nang bao mat va xur 1y cac su ¢6 vé an toan, an
ninh mang.

(4) T6 chirc tuyén truyén, nang cao nhan thirc vé an toan thong tin mang
dac biét la phong, chong Itra dao tryc tuyén

- Trién khai tuyén truyén nang cao nhan thirc, phd bién k¥ nang cho can b,
cong chtrc, vién chic, nguoi lao dong ctia co quan cling nhu nguoi dan trén dia
ban. Tan dung cic kénh tuyén truyén nhu: sy kién, mang xa hoi, website, hé
thdng thu dién tir, tin nhian SMS, cac ung dung théng minh, thong qua cac hoi
thi tim hiéu k¥ ning an toan thong tin mang cho ngudi dan.

- Tuyén truyén tdi da trén cac hé thong thong tin co s& (dai truyén thanh,
dai truyén hinh).
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- Xay dyng mot sd ndi dung tuyén truyén an tuong, phi hop véi dic diém,
dac trung, ban sac van hoa dia phuong dé tao hi€u qua cao va pham vi tuyén
truyén rong dén moi doi tuong ciia cong dong.

2.2. Giam sat biao v€ chuyén nghi¢p

(1) T6 chic bao dam an toan thong tin thuc chat, toan dién va ning cao
nang luc 16p giam sat bao vé chuyén nghiép

- Pam bao 100% hé thong thong tin ctia co quan, to chirc dugc to chirc bao
dam an toan thong tin thuc chét, toan dién theo huéng dan Coéng van sd
1598/BTTTT-CATTT ngay 28/4/2022 ctia Bo Thong tin va Truyén théng; nang
cao ning luc cua 16p giam sat, bao vé chuyén nghiép va két ndi, chia sé thong
tin voi hé thong giam sat qudc gia.

- Hoan thanh mé rdng pham vi giam sat, bao vé cho 100% hé thong thong
tin thudc pham vi quan 1y. Doi voi cac hé thong thong tin cap do 3 tro Ién,
khuyén nghi t6 chic giam sat, bao vé day du cac 16p: 10p mang, 16p tmng dung,
16p co so dit lidu, 16p thiét bi dau cubi.

(2) Tang cuong nang luc phong chong phan mém doc hai

- Giai phap, phan mém st dung dap tmg cac yéu cau k¥ thuat tbi thiéu bao
gdém: C6 chirc nang cho phép quan tri tap trung; c6 dich vy, giai phap hd tro ky
thuat 24/7, c6 kha nang phan tng kip thoi trong viéc phat hién, phan tich va go
b6 phan mém doc hai; c6 thé chia sé thong tin, dir liéu thong ké tinh hinh lay
nhiém ma ddc v4i hé thong ki thuat clia co quan chitc nang cd tham quyén, tuan
thu theo tiéu chudn, quy chuin k¥ thuat, hudng dan nghiép vu ctia B6 Théng tin
va Truyén thong va quy dinh cta phap luat;

- T6 chtrc theo di, thong ké chi sb l1ay nhim ma doc trén cac thiét bi dau
cuoi, cac hé thong thong tin trong pham dia phuong.

- Chia sé thong tin, dit liéu thong ké tinh hinh 1ay nhiém ma doc v6i hé
thong k¥ thuat cia Trung tdm Giam sat an toan khong gian mang quoc gia.

- Phéi hop v6i Bé Thong tin va Truyén thong trong cac chién dich boc gd
ma doc, mang may tinh nhiém ma ddc trén di¢n rong.

2.3. Kiém tra, danh gia an toan thong tin cic hé thong trung tim dir
li€u va cac hé thong thong tin trén dia ban tinh

- Kiém tra, danh gia viéc tuan thi quy dinh cua phap luat vé bao dam an
toan h¢ thong thong tin theo cap do.

- Kiém tra, danh gia hiéu qua cta cac bién phap bao dam an toan thong tin
theo phuong an bao ddm an toan thong tin dugc phé duyét.

- Kiém tra, danh gia phat hién ma doc, 16 hong, diém yéu, thir nghiém xam
nhép h¢ thong thong tin.
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Céch thirc: Dinh ky 02 nam thyc hién kiém tra, danh gia an toan thong tin
va quan 1y rui ro an toan thong tin tong thé trong hoat dong ciia co quan, to chirc
minh. Pinh ky hang nim thuc hién kiém tra, danh gia an toan thong tin va quan
1y rai ro an toan thong tin ddi v6i cac hé théng cép dd 3: 2 nam 1 1an dbi vai cac
hé théng thong tin cap do 1, cap do 2.

S¢ Thong tin va Truyén thong chu tri cac hé thong thong tin cp do 2, cap
d6 3; Céc co quan, don vi chu tri trién khai cac hé théng trong to chirc ctia minh.

2.4. Két noi, chia sé dir li€u vé Trung tam giam sat an toan mang
quoc gia

- Giam sat an toan thong tin va Két ndi, chia s¢ thong tin voi Trung tim
Giam sat an toan khong gian mang quoc gia truc thudéc Cuc An toan thong tin.

- Trang cép céc thiét bi/giai phap: Két ndi, chia sé thong tin véi Trung tim
Giam sat an toan khong gian mang quoc gia truc thuéc Cuc An toan thong tin.

3. Hoan thién phwong an vng ciru sw c6 an toan thong tin mang

X4y dung, trién khai phuong an, quy trinh xtr 1y cac su ¢b, bao gom nhung
khong gid1 han cdc nhom sy ¢ sau:

- Su ¢b do bj tAn cong mang;: Téan cong tur chdi dich vy; Tan cong gia mao;
Tan cong st dung ma doc; Tan cOng truy cap trai phep, chiém quyén dieu khién;
Tan cong thay doi giao dién; Tan cong ma hdéa phan mém, dir 1iéu, thiét bi; Tan
cong pha hoai thong tin, dir li¢u, phan mém; Tan cong nghe trom, gian diép, lay
cap thong tin, dit liéu; Tan cong tong hop sir dung két hop nhi€u hinh thic.

- Su ¢ do 16i cua hé thong, thiét bi, phan mém, ha ting k¥ thuat: Sy cb
nguon dién; Sy cd duong két no1 Internet; Su co6 do 161 phan mém, phan cung,
ung dung cua h¢ thong thong tin; Su co lién quan dén qua tai hé thong; Sy co
khac do 15i ctia hé thong, thiét bi, phan mém, ha tang k¥ thuat.

- Tinh hudng sy ¢6 do 16i ctia ngudi quan tri, van hanh hé thong: Ldi trong
cap nhat, thay doi, cau hinh phan cung; Loi trong cip nhat, thay doi, cau hinh
phan mém; Ldi lién quan dén chinh sach va thi tuc an toan thong tin; Ldi lién
quan dén vi¢c dung dich vu vi 1y do bat budc; Loi1 khac lién quan dén nguoi
quan tri, van hanh h¢ thong.

4. Sir dung hiéu qua cic nén ting sé quoc gia

Pao tao, huéng dan str dung cac nén tang quan Iy dam bao an toan hé thong
thong tin :

- Nén tang HO trg quan 1y bao dam an toan hé thdng thong tin theo cip do.

- Nén tang HJ tro diéu phdi, tng ciru su cd.

- Nén tang HO trg di€u tra so.
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5 Xay dung phu’O’ng an sao lwu, phuc hdi dir liéu, trién Khai giai phap
dé sin sang phuc hdi nhanh hoat dong ciia hé thong thong tin khi gap suw ¢,
dua hoat dong ciia hé thong thong tin tré lai binh thuwong

Trang cdp ban quyén san pham sao luu dy phong tap trung; Pau tu kinh phi
mua 03 phuong tién luu trir (02 phuong tién luu trit truc tuyén khac nhau, 01
phuong tién luu trir ngoai tuyén). Pau tu trién khai giai phap dé sin sang phuc
hdi nhanh Hé théng thong tin khi gap su cd, dua hoat dong tr¢ lai binh thuong
trong 24 tiéng hodc theo yéu cau nghiép vu.

Trong do, dinh ky thyc hi¢n sao luu dir liéu ngoai tuyén “offline”. V&1
chién lugc sao luu dit liéu theo nguyén tdc 3-2-1: ¢6 it nhat 03 ban sao dit liéu,
luu trlt ban sao trén 02 phuong tién luu trit khac nhau, vo1 01 ban sao luu ngoai
tuyén “offline” (st dung tape/USB/6 cung di dong,...). Dit liéu sao luu offline
phai duoc tach biét hoan toan, khong két néi mang, co lap dé phong chéng tan
cong leo thang vao hé théng luu triv. Trién khai giai phap dé san sang phuc hoi
nhanh hoat dong ctua h¢ théng thong tin khi gap su ¢, dua hoat dong cua hé
théng thong tin tro lai binh thudng trong vong 24 tiéng hodc theo yéu ciu cua
nghiép vu.

III. KINH PHi TRIEN KHAI

- Ngan sach nha nudc: trién khai mua sam, trang cap ban quyén thiét bi,
phan mém; thué dich vu gidm sat an toan thong tin mang, dao tao nguon nhan
luc an toan thong tin mang.

- Cac ngudn hop phap khac phuc vu mot phan cho cong tac trién khai cac
hoi nghi, hoi thao, hoi thi.

IV.TO CHUC THUC HIEN

1. Ban Chi dao Chuyén ddi so va thwe hién Dé 4n 06 tinh

Ban Chi dao Chuyén dbi s6 va thuc hién Dé an 06 tinh (S Thong tin va
Truyén thong lam co quan Thuong tryc) gitip Chu tich UBND tinh chi dao cong
tac so két, tong két viéc trién khai thuc hién; chi dao, di€u phoi xtr 1y cac van dé
ve€ an toan, an ninh mang thudc ndi dung K¢ hoach nay.

2. S& Thong tin va Truyén thong

- S& Thong tin va Truyén thong chu tri, trién khai, huéng dan, dén déc,
kiém tra cdc co quan, t6 churc, doanh nghiép trén dia ban tinh trién khai thuc
hién cac ndi dung v€ an toan thong tin mang tai Ké hoach nay.

- T6 chirc tong két, tong hop, bao cao Chu tich UBND tinh tinh hinh thyc
hién va dé xuét, kién nghi nhiém vu méi cho phu hop véi tinh hinh thuc tién ddi
v6i cac ndi dung vé an toan thong tin mang.

- Chu tri, phéi hop véi cac so, ban, nganh, huy¢n, thi xa, thanh phé va to
chtrc, doanh nghiép lién quan thuc hién cadc nhi€ém vu dugc giao theo chirc nang,
nhiém vu.
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- Kip thoi thong bao, hudng dan cac sé, nganh, dia phuong xtr 1y kip thoi
khi cac thiét bi dau cuodi, cac hé thong thong tin bi nhiém ma doc hoic khong
dam bdo an toan thong tin.

3. Cong an tinh

- Thyc hién cong tac phong ngura, itmg pho, xur 1y cac nguy co, thach thuc
tor khong gian mang, du bdo cic tinh hudong vé chién tranh thong tin, xung dot
trén khong gian mang theo chirc nang, nhiém vu dugc giao.

- Phéi hop voi Sé Thong tin va Truyén thong trién khai dién tap phong
chong tan cong mang, ing ctru xu 1y cac tinh hudéng vé an toan an ninh mang.

4. S¢ Tai chinh

Cin ctr kha ning can d6i ngan sach, S¢ Tai chinh tham muu UBND tinh b6
tri kinh phi cho cac ndi dung chi thuong xuyén doi véoi cong tdc dam bao an toan
thong tin va an ninh mang trong cac co quan nha nudc theo quy dinh cua Luat
ngan sach nha nudc va cac vin ban huéng dan thi hanh.

5. S&' Ké hoach va Pau tu

Tong hop d& xuit cac du an lién quan dén dam bao an toan thong tin, an
ninh mang mdt cach kip thoi dé trién khai thyc hién.

6. Cac s&, ban, nganh va UBND cac huyén, thi xi va thanh phé

- Chu tri, phbi hop v6i Cong an tinh, S& Thong tin va Truyén thong to chirc
thuc hién cac nhiém vu duoc giao tai Ké hoach nay.

- Pay manh hoat dong bao dam an toan, an ninh mang trong pham vi quan
ly, tuan thu tiéu chuan, quy chuan ky thuat, huéng dan nghiép vu theo quy dinh
cua phap luat.

- Uu tién st dung san pham, giai phap, dich vu an toan thong tin mang, an
ninh mang do Viét Nam san xuat (Makein Vietnam), gan két céng tdc bado dam
an toan an nlnh mang véi cong tac trién khai Chuyen 601 s6, phat trién chinh
quyén sb, gan v6i do thi thong minh va kinh té s6, x4 hoi s6.

- Chu dong ra soat, phat hién va xtr 1y hodc phdi hop véi cac co quan chirc
nang c6 tham quyén xur ly thong tin vi pham phép luat trén moi truong mang
thudc pham vi quan ly. Tang cuong hoat dong thanh tra, kiém tra, cong bo va xt
1y hoac phoi hop xur Iy nghiém cac hanh vi vi pham.

- Ut tién bo tri ngudn lyc vé nhan luc va kinh phi, ciing cac diéu kién khac
dé trién khai hoat dong bao dam an toan, an ninh mang trong hoat dong ndi bo
cua co quan, to chuc va linh vuc quan ly.

- Thuc day viéc tmg dung, st dung chit ky sé chuyén dung Chinh phu va
bao mat thong tin trén h¢ thong mang theo quy dinh cua phap luat vé co yeu.
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- Pinh ky kiém tra, ddnh gia va bao céo hang nim hodc dot xuat theo quy
dinh do Cong an tinh, S& Thong tin va Truyén thong huéng dan vé tinh hinh, két
qua trién khai K& hoach dé tong hop, bao cdo Thi tuéng Chinh phu theo quy
dinh vé ché d6 thong tin, bao cio.

Trén day 1a ké hoach Trién khai cong tac ddm bao an toan thong tin mang
giai doan 2024 - 2025 trén dia ban tinh Thira Thién Hué. UBND tinh yéu ciu
cac co quan, don vi, dia phuong va td chirc, doanh nghi¢p nghiém tuc trién khai
Ké hoach nay. Trong qua trinh thyc hién, néu c6 khé khin, vudng méc, dé nghi
kip thoi phan anh vé S& Thong tin va Truyén thong dé bao cio UBND tinh theo
quy dinh./.

Noi nhn: ‘ TM. UY BAN NHAN DAN
- BO Thong tin va Truyén thong; [
- Chu tich va cac Phé Chu tich; KT. CHU TICH

- Céc co quan chuyén mon thuéec UBND tinh;
- UBND cac huyén, thi xa, thanh phd Hué;

- VP: CVP, cac PCVP;

- Luu: VP, CN.

Nguyén Thanh Binh






NHAM PAM BAO AN TOAN THONG TIN MANG GIAI POAN 2024 - 2025 TREN PIA BAN TINH THUA THIEN HUE

Phu luc

DANH MUC NHIEM VU TRIEN KHAI

Sé: 382/KH-UBND

Thoi gian ky: 14/10/2024 17:37:39 +07:00

(Kém theo Ké hoach s6 382/KH-UBND ngay 14/10/2024 ciia UBND tinh Thira Thién Hué)

TT Tén nhiém vu Chii tri Phdi hep hT)l?algltlgl?:h Ghi chi
I | Trién khai phén loai, xac dinh, phé duyét hd so dé xuét cip d§ (HSDXCD)
Ra soat, cap nhat va trinh phé duy¢ét lai HO so dé xuit Cép \ R ) . , . , 5
1 | dd va Quy ché bao dam an toan thong tin cho Trung tim S0 "{hong tin va | Cdc nganh - cic | Nim 2024
A Truyén thong cap
dir liéu
) Huong dan, don giéc, tham dinh va phé duyét Ho so dé xuat | S¢ Thong tin va|Cac nganh cac| Nam 2024
cap do cho hé thong thong tin trén dia ban Truyén thong cap
II | Trién khai diy di cac bién phap bao dam an toan théng tin theo phwong an dwgc phé duyét trong HSPXCD
1 | Péu tu, nang cip trang thiét bi, ban quyén phan mém
N Trang cip ban quyén cac thiét bi 16i cua mang tai Trung S6 TI‘AléngAtin va T‘rién khai
tam 10C Truyén thong hang ndm
Trang cap ban quyén san pham san phim Mang riéng ao
(VPN - Virtual Private Network); Tuong Itra ing dung web | S¢ Thong tin va Trién khai
b | (WAF — Web Application Firewall); San pham Tuong lira | Tryyén thong hine nim
bép ve co s& dir lié;u; Bao dérp an toan thong tin cho h¢ g
thong thu dién tr d61 vo1 hé thong Thu dién tar.
Thué dich vu Phong, chong tin cong tir chdi dich vu ddi | S& Thong tin va Tridn khai
C | voi cac hé théng Trung tim dit liéu, dién toan dam mAy; | Truyén thong hing nam

Trang cap cac thiét bi/giai phap kiém soat truy cap (NAC-




Network Access Control); Thué dich vu quang ba s6 hiéu
mang IP/ASN tai Trung tam di li¢u.

Trién khai 02 duong truyén Leasedline phu vu cung cip
dich vu; dam bao tinh can béng tai, du phong, song song;

: : S Thong tin va Trién khai

d | Trién khai 02 duong truyén Internet FTTH tap trung dam Truyén thong hing nim
bao truy cdp Internet tap trung, an toan truy cap Internet
cho céc co quan, don vi co két ndi mang WAN.

Thyc hién bao tri, bao dudng, thay thé cac thiét bi mang, _

. may ch, thiét bi phu tro phuc vu van hanh hé théng ha ting | SO Tl‘Along Atm va Trién khai
mang; Trién khai chimg thu s6 SSL d6i hé thong tén mién Truyén thong hang ndm
cua tinh.

Trién khai giai phap phong chéng ma doc tap trung cho hé S6 Thong tin v | Cdc nginh cdc|Trién  khai

f | thong may chu; May tinh cho toan bd cac co quan nha nude N P 5 5

N Truyén thong cap hang nam
trén dia ban tinh.
Ra sodt, thiét 1ap cAu hinh hé thong déap img day du cic yéu | S¢ Théng tin va Chc neanh Lién

2 |cau an toan theo phuwong an dugc phé duyét trong | Tryyén thong uan & 2024 - 2025

HSDXCD q
III | TO chirc bio dam an toan thong tin theo md hinh 4 16p

1 | Nang cao ning luc luc luong tai chd
Kién toan lyc luong tai chd: Nang cao ning luc luc luong
tai ch6 dap ing yéu cau mdi thdng qua dao tao, tuyén dung S6 Thong tin va | Céc co quan, don | Trién  khai

a | hodc thué chuyén gia, bao dam moi don vi chuyén trach an A A e ’ x <

Truyén thong vi phoi hop hang nam

toan thong tin o tdi thiéu 05 chuyén gia an toan thong tin
mang




b Trién khai dién tap, dién tap thyc chién an toan thong tin | S¢ Thong tin va | Cac co quan, don T;ién khai
mang Truyén thong vi phoi hop hang nam
c Pao tao phat trién ngudn nhan lyc vé an toan thong tin | S Théng tin va | Cac co quan, don | Trién  khai
mang Truyén thong vi phoi hop hang nam
d T6 chirc tuyén truyén, ning cao nhén thirc vé an toan thong | S6 Thong tin va | Cac co quan, don Tyién khai
tin mang dac bi¢t 1a phong, chong ltra dao truc tuyén Truyén thong vi phdi hop hang nam
2 | Giam sat bao v€é chuyén nghiép
a T6 chirc bao dam an toan thong tin thuc chét, toan dién va | S¢ Thong tin va | Cac co quan, don T‘rién khai
nang cao nang luc 16p gidm sat bao v¢ chuyén nghiép Truyén thong vi phdi hop hang nam
Tang cuong nang lyc phong chbng phan mém doc hai: S Thong tin va | Céc co quan, don | Trién khai
b | Thiét lap, cai dit phin mém _phong, chong ma doc trén Truvén than viphdi h hine nim
100% may cha, may tram, thiét bi dau cudi lién quan Y & ‘P op &
3 | Kiém tra, d4nh gi4 an toan thong tin S0 Thong tin va | Cdc co quan, don | )4 505
Truyén thong vi phoi hgp
Két ndi, chia sé dit liéu vé Trung tAm gidm sat an toan mang | S& Thong tin va | Cac co quan, don
4 e XA L. 2024 - 2025
quoc gia Truyén thong vi phoi hop
IV | Hoan thién phwong an &ng ciru sw ¢6 an toan thong tin mang
Xay dung, trién khai phuong an, quy trinh xir ly cac sy c¢d, | S¢ Théng tin va | Cac co quan, don
- X Y 2024 - 2025
bao gobm nhung khong gidi han cdc nhém su co Truyén thong vi phoi hop
V | St&r dung hi¢u qua cac nén tang ) quoc gia
Nén tang Hb trg quan 1y bao dam an toan hé thong thong | S& Thong tin va | Cac co quan, don
1 . X an XA L. 2024 - 2025
tin theo cap do Truyén thong vi phoi hop
2 | Nén tang Hb tro diéu phdi, Gmg ctru su cd 50 "{hong tn va C_ac €0 quan, don 2024 - 2025
Truyén thong vi phdi hop
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S¢ Thong tin va | Cac co quan, don

3 | Nén tang HO tro di€u tra s6 Truyén thong vi phéi hop

2024 - 2025

VII XAy dung Phwong 4n sao luu, phuc hdi dir liéu. Trién khai giai phap dé sin sang phuc hoi nhanh hoat dong ciia hé thong thong
tin khi gap suw co, dwa hoat dong ctia h¢ thong thong tin tré lai binh thwong

Trang cAp ban quyén san pham sao luu dy phong tap trung;
1 béu tu kinh phi mua 03 phuong tién luu trtr (02 phuong | S Théng tin va | Cac co quan, don

tién Iuu trit tryc tuyén khac nhau, 01 phuwong tién luu trir | Truyén thong vi phdi hop 2024 - 2025
ngoai tuyén)
Pau tu trién khai giai phap de san sang phuc hdi nhanh Hé | , n . \ ,

2 | théng thong tin khl gip su cd, dua hoat dong trd lai binh S6 Thong tin va | Céc co quan, don 2024 - 2025

Truyén thong vi phdi hop

thudng trong 24 tiéng hoic theo yéu cau nghiép vu.







